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[bookmark: _Hlk70429189]Employee Privacy Notice

About this policy
Somerset Care Limited ("we", "our", "us", “Somerset Care”) is committed to protecting the privacy and security of your Personal Data. 
This notice describes how we collect and use Personal Data about you during and after your working relationship with us, in accordance with Data Protection Laws. 
This notice applies to current and former employees, workers, and contractors (“you”, “your”). This notice does not form part of any contract of employment or other contract to provide services.  We may update this notice at any time.
It is important that you read this notice, together with any other Privacy Notice we may provide on specific occasions when we are collecting or processing Personal Data about you, so that you are aware of how and why we are using such information.
Controller and contact details about us
As your employer, Somerset Care is the controller for the Personal Data that we process that relates to you. This notice describes how we collect and use your Personal Data during and after your working relationship with us, in accordance with Data Protection Laws. 
We are registered with the UK’s supervisory authority, the Information Commissioner’s Office (the ICO) with registration number Z5180962. 
Our contact information is as follows
Business name: Somerset Care Limited
Address: Acacia House, Blackbrook Park Avenue, Taunton, Somerset, TA1 2PX
Phone: 01823 448150
Email: Trudy.Craig@somersetcare.co.uk
We have an internal Data Protection Officer (DPO) to help us monitor internal compliance, inform, and advise on data protection obligations, and act as a point of contact for you and the ICO. If you would like to exercise one of your rights, or you have a question or a complaint about this statement or the way your Personal Data is processed, you can contact our DPO using the contact details above.
Types  of personal data we collect 
We collect and process Personal Data about you as far as necessary to manage the terms of your employment agreement and to comply with legal obligations to which we are subject. This includes:
Recruitment data: the information that you provided to us during the recruitment process, including your resume or curriculum vitae, application form, work history, education, degrees, academic records, languages and qualifications, references and any professional licenses, 



memberships, or certifications. Please also see the Recruitment Privacy Notice for further details.
Contact data: your basic contact information, including your name, address, telephone numbers (home, mobile/cell, work), email address, citizenship/nationality, date and place of birth, gender, right to work /work permit information if applicable, and emergency contact information.
Verification data: your government issued identifiers subject to the conditions of applicable law, such as your national ID details, tax identification number, social security or national insurance number, passport number, and, where required for your job, your driver’s licence number.
Financial data: your bank and financial details for salary/payroll purposes, such as your salary, other remuneration, your IBAN number or bank account number, bank name and details.
Employee records: information about your job and position, including the employee identification number, job title and description, department and manager, reporting lines, work location, cost centre, business unit or group, work status such as full time or part time, working hours, probation period if applicable, and employment contract terms. information about your working hours and leave entitlements, including attendance, holiday/vacation, leaves or absences, travel and mobility.  
This may further include information related to your work evaluations and performance, including regular evaluation details, reviews and feedback, details about performance plans, and information associated with professional development such as trainings (both internal and external), courses, seminars and conferences, and succession planning information. 
Usage data: information about your use of our information and communications systems, information for use of company network and devices if applicable, such as username, password, contact details, work telephone number and device data (computer, telephone, tablet ID number), company photo, if provided.
Benefits: economic and financial information for compensation and benefits, including your banking and account details for remuneration and compensation, information on raises and bonuses, your benefits package and information and details associated with pensions or insurance programmes that may be offered as part of your employment.  Where relevant this may also include information about your, including marital status, dependents, beneficiaries and partner/spouse.
Expenses: information collected for travel and expense purposes, such as credit card, bank details (account number, IBAN, etc.), booking and itinerary details, passport information (number, expiration, issuing authority, etc.) and visa and immigration information, and travel 


preferences (seat preference, dietary restrictions, frequent flyer and corporate memberships, if provided).
CCTV data: CCTV footage
Special category data processing 
We may also collect, store and use “Special Categories” of Personal Data or Criminal Conviction Data. These are considered more sensitive and require a higher level of protection under Data Protection Laws. This includes: 
Special Categories of Personal Data: Information about your health, including any medical condition, health and sickness records. This further includes information relating to your race or nationality or ethnic origin, religious, philosophical or moral beliefs, or your sexual life or sexual orientation, for equal opportunity monitoring purposes.
Criminal Conviction Data: Information about criminal convictions and offences (obtained from criminal background checks – where permitted, including the existence of any driving offence – should your role require driving a company vehicle). 
How we collect information
We may collect Personal Data about you through the application and recruitment process either:
Directly from you,
Sometimes from an employment agency or background/pre-employment check provider, and/or
From publicly accessible sources, such as LinkedIn. 
We may sometimes collect additional information from third parties including former employers, credit reference agencies and referees.  
We may collect additional Personal Data in the course of job-related activities throughout the period that you work for us.  
How we use your data
We will only use your Personal Data when the law allows us to do so.  Most commonly, we will use your Personal Data in the following circumstances: 
To perform the contract we have entered into with you. 
To comply with a legal obligation. 
For our legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests. 
We may also use your information in the following circumstances, which are likely to be rare: 
Where you have given consent to the processing of your Personal Data for one or more specific purposes. 
Where processing is necessary in order to protect the vital interests of the data subject or of another natural person. 
 We may use your data in the following ways:
	Processing activity
	Category of data processed
	Lawful basis

	To maintain accurate and up-to-date employment records and contact details (including details of who to contact in the event of an emergency), and records of employee contractual and statutory rights. 
	Contact, Employee Records, Usage 
	Contractual Obligation, Legal Obligation 

	To operate and keep a record of disciplinary and grievance processes, to ensure acceptable conduct within the workplace. 
	Contact , Employee Records, Usage, CCTV 
	Legal Obligation, Legitimate Interest (Professional Relationship) 

	Operate and keep a record of employee performance and related processes, to plan for career development, and for succession planning and workforce management purposes. 
	Contact, Employee, Usage 
	Legitimate Interest (Professional Relationship) 

	Operate and keep a record of absence and absence management procedures, to allow effective workforce management and ensure that employees are receiving the pay or other benefits to which they are entitled. 
	Contact, Finance, Benefits, Employee Records, Special Category 
	Contractual Obligation, Legal Obligation 

	Obtain occupational health advice, to ensure that it complies with duties in relation to individuals with disabilities, meet its obligations under health and safety law, and ensure that employees are receiving the pay or other benefits to which they are entitled. 
	Contact, Special Category, Finance, Benefits, Employee Records 
	Legal Obligation, Legitimate Interest (Professional Relationship) 

	 To operate and keep a record of other types of leave (including maternity, paternity, adoption, parental and shared parental leave), to allow effective workforce management, to ensure that the organisation complies with duties in relation to leave entitlement, and to ensure that employees are receiving the pay or other benefits to which they are entitled. 
	Contact, Special Category, Finance, Benefits, Employee Records 
 
	Contractual Obligation, Legitimate Interest (Professional Relationship)  

	To ensure effective general HR and business administration. 
 
	Contact, Employee Records, Usage, Recruitment, Verification 
	Legitimate Interest (Professional Relationship) 

	To provide references on request for current or former employees. 
	Contact, Verification, Employee Records 
	Legitimate Interest (Professional Relationship) 

	 To respond to and defend against legal claims. 
 
	Could be any category depending on nature of the claim. 
	 Legal Obligation 

	To ensure there is nothing in your criminal convictions history which makes you unsuitable for your role.  
	Criminal Convictions
	Legitimate Interest/Legal Obligation 

	To enable you to adequately fulfil your role with us or our clients. 
	Contact, Employee Records, Usage, Recruitment
	Contractual Obligation/Legitimate Interest 

	To use photos and videos of you on our website or in promotional materials. You can opt-out of this at any time. 
	Contact 
	 Legitimate Interest (Professional Relationship) 

	To maintain the physical security of our offices and people, as well as maintaining the digital security of our systems, network and data. 
	Contact, CCTV, Verification, Usage 
	 Legitimate Interest 



If you fail to provide certain information when requested, we may not be able to perform the contract we have entered into with you (such as paying you or providing a benefit). We may also be prevented from complying with our legal obligations (such as to ensure your health and safety).
We may need to request specific information from you to help us confirm your identity and to ensure that you can exercise your rights, for instance, if you exercise your right to access your information once you have left Somerset Care. This is an appropriate security measure to ensure that your Personal Data is not disclosed to any person who has no right to receive it.
Rather than relying on your consent, we largely rely on more suitable lawful bases for processing your Personal Data, as per section 6.1 above. In the limited circumstances where we are processing your data on the basis of consent you have provided us, and we have no other legal justification or obligation to continue the processing, you have the right to withdraw your consent for that specific 


processing at any time.  To withdraw your consent, please contact us using the contact details above in Section 2.
How we process sensitive information
We need to have further justification for collecting, storing and using Special Categories of Personal Data. We may process this kind of information in the following circumstances: 
With your explicit consent
Where we need to carry out our legal obligations
Where it is needed to assess your working capacity on health grounds, subject to appropriate confidentiality safeguards
We may use your sensitive personal information in the following ways:
We will use your information relating to leaves of absence which may include sickness or family related absences, to comply with employment and other laws
We may use information about your physical or mental health, or disability status, to ensure your health and safety in the workplace and to assess your fitness to work, to provide appropriate workplace adjustments, to monitor and manage absences and to administer benefits
We may use information about your race or nationality or ethnic origin, religious, philosophical or moral beliefs, or your sexual life or sexual orientation, to ensure meaningful equal opportunity monitoring and reporting
Depending on your specific role, we may collect Criminal Conviction Data: 
During onboarding. We do this to satisfy ourselves that there is nothing in your criminal convictions history which makes you unsuitable for the role and as part of our security policy. Our roles require a high degree of trust and integrity and it is therefore best practice to undertake such checks and a pre-requisite in some instances
Less commonly, we may use information relating to criminal convictions where it is necessary in relation to legal claims, a substantial public interest, where it is necessary to protect your interests and you are not capable of giving your consent, or where you have already made the information public
We may only use Criminal Data where the law allows us to do so. This will usually be where such processing is necessary to carry out our obligations and provided we do so in line with our Data Protection Policy. We have in place an Appropriate Policy Document and safeguards which we are required by UK law to maintain when processing such data.
Automated decision-making takes place when an electronic system uses personal information to make a decision without human intervention. We do undertake automated decision making on your personal data. 
Your rights 
It is important that the Personal Data we hold about you is accurate and current.  Please keep us informed if your Personal Data changes during your employment with us. Under certain circumstances, by law you have the right to:
Request access to your Personal Data (commonly known as a “data subject access request”).  This enables you to receive a copy of the Personal Data we hold about you and to check that we are lawfully processing it.
Request correction of the Personal Data that we hold about you.  This enables you to have any incomplete or inaccurate information we hold about you corrected.
Request erasure of your Personal Data.  This enables you to ask us to delete or remove Personal Data where there is no good reason for us continuing to process it.  You also have the right to ask us to delete or remove your Personal Data where you have exercised your right to object to processing.
Object to processing of your Personal Data where we are relying on a legitimate interest (or those of a third party) and there is something about your situation which makes you want to object to processing on this ground.  You also have the right to object where we are processing your Personal Data for direct marketing purposes.
Request the restriction of processing of your Personal Data.  This enables you to ask us to suspend the processing of Personal Data about you.
Request the transfer of your Personal Data to another party.
If you would like to exercise any of these rights, please contact us as per Section 2 of this notice. 
Exemptions and DSARs
Information about other people:
Somerset Care do not have to comply with a DSAR if doing so means disclosing information which identifies someone else, except where:
· they consent to the disclosure; or
· It is reasonable to comply with the request without that person’s consent.
To determine whether it is reasonable to comply without consent, Somerset Care will consider all the relevant circumstances, including:
· the type of information that we would disclose;
· any duty of confidentiality we owe to the other person/people;
· any steps we took to try to get the other person’s consent;
· whether the other person is capable of giving consent; and
· any stated refusal of consent by the other person.
Witness Statements:
Statements given by witnesses, primarily for internal disciplinary or investigative matters at work, often contain personal details of multiple individuals. Somerset Care will evaluate whether we can release these statements on a case-by-case basis. Compliance with the request is not mandatory if it means revealing details about another individual unless they give permission or if it is logical to proceed without their approval.
Whistleblowing reports:
Whistle blowers are protected by the Public Interest Disclosure Act 1998 (PIDA 1998). As such Somerset Care will need to balance an employee's DSAR request alongside the PIDA 1998, with the likely outcome that they are exempt from disclosure.
Confidential References:
All references that Somerset Care provide, or are received from other organisations are treated as confidential.  All assessments are carried out on a case-by-case basis they are likely  exempt from disclosure.
Legal Professional Privilege:
Legal professional privilege (LPP) safeguards specific confidential exchanges between Somerset Care and their lawyers and as such they are exempt from disclosure.
Crime and Taxation:
When Somerset Care processes Personal Data for the prevention or detection of crime, the apprehension or prosecution of offenders, or the assessment or collection of taxes and similar duties, exemptions from certain UK GDPR provisions can apply. These exemptions pertain to rights like being informed, DSARs, breach notifications, and several processing principles. However, these exemptions only hold if responding to a DSAR might harm the aforementioned crime and taxation objectives. If there is no such threat, regular UK GDPR compliance is required.
Management information:
An exemption is available for Personal Data processed for managerial forecasting or strategic planning related to a business or certain activities. Disclosure of this information will be declined if it might adversely impact business operations. It is not mandatory to admit possession of this data. Confirming or denying its existence might negatively affect business proceedings and lead to complications with our employees.
Manifestly excessive:
If a request is deemed manifestly excessive, then Somerset Care does not need to comply with it. When evaluating if a request is manifestly excessive, it is essential to ascertain if it is evidently unreasonable, weighing it against the effort or cost of handling the request. 
Factors to consider include:


· The nature and context of the requested information, as well as the relationship with the requester.
· The potential harm of refusing the request or not confirming possession of the information.
· Resource availability on your end.
· Repetitiveness of the request, especially if made shortly after a previous one, or if it's similar to other concurrent requests. However, requests about entirely distinct information sets are unlikely to be seen as excessive.
Manifestly unfounded:
If a request is deemed manifestly unfounded, then Somerset Care does not need to comply with it. A request might be deemed baseless if:
· The requester shows no genuine intent to utilise their access right; or
· The motive behind the request is malicious, aimed merely at causing inconvenience or distress to Somerset Care. This can be inferred if, for instance, the requester directly states in their request or other communications a desire to cause disruption.
Third parties 
Somerset Care relies on third-party service providers and vendors that provide products and services; your Personal Data will be disclosed to these third parties only where necessary for the purpose of achieving the objectives outlined in this notice. These include accountants, law firms and legal service providers, tax or financial professionals, payroll and benefits providers, relocation companies, pension and insurance companies, human resources specialists, consultants, contractors, IT support and storage providers. 
Your Personal Data may be transferred to other third-party organisations in certain scenarios:
a. with the Health & Safety Executive (HSE) and related bodies for the Reporting of Injuries, Diseases and Dangerous Occurrences (RIDDOR) and other regulatory requirements
b. with the HMRC for the legally required provision of Employee salary information
c. with insurance brokers in case of legal investigations into incidents/accidents/complaints
d. with paper file archiving companies that store our files
e. with companies providing our IT solutions to help us schedule care staff, produce invoices, handle incidents, handle payments, and deliver medication
f. with companies providing our IT solutions to help us with operational tasks such as Employee scheduling, payment, benefits, learning and development, and pensions
g. if we discuss selling or transferring part or all of our business – the information may be transferred to prospective purchasers under suitable terms as to confidentiality
h. if we are reorganised or sold, information may be transferred to a buyer who can continue to provide employment to you
i. if we are required to by law, or under any regulatory code or practice we follow, or if we are asked by any public or regulatory authority – for example the Police or Employment Tribunal
j. if we are defending a legal claim your information may be transferred as required in connection with defending such claim
Our third-party service providers may have access to your Personal Data to perform certain functions or may host your Personal Data as part of a “cloud-based” solution used by employees. Somerset Care uses third-party service providers that ensure sufficient guarantees for the protection of your Personal Data. Somerset Care requires third-party service providers by contract to implement appropriate data security and confidentiality obligations, in accordance with Data Protection Laws. 
Transferring information outside the UK/or EEA
We may transfer the Personal Data we collect about you outside the UK and/or the EEA in order to perform our contract with you. Some countries are deemed to have adequacy as they provide an adequate level of protection for your Personal Data, other countries require additional measures. 
When a country is not deemed as having an adequate level of protection, we have put in place appropriate measures to ensure that your Personal Data is treated by those third parties in a way that is consistent with and which respects Data Protection Laws; for example we mainly rely on the EU Standard Contractual Clauses (SCCs) with the UK Addendum or the UK International Data Transfer Agreement (IDTA). If you require further information about these protective measures, you can request it by contacting us using the details in Section 2 above.
Data Security 
We have put in place appropriate security measures to prevent your Personal Data from being accidently lost, used or accessed in an unauthorised way, altered or disclosed.  In addition, we limit access to your Personal Data to those employees, agents, contractors and other third-parties who have a business need to know.  They will only process your Personal Data on our instructions, and they are subject to a duty of confidentiality.
We have procedures to deal with any suspected data security breaches and will notify you and any applicable regulator of a suspected breach where we are legally required to do so.
We also implement access controls to ensure that access to Personal Data is limited to Company Personnel who need to have access to perform their duties. 
Data retention 
We will only retain your Personal Data for as long as necessary to fulfil the purposes we collected it for, including for the purposes of satisfying any legal, accounting, or reporting requirements.  
Details of retention periods for different aspects of your Personal Data are available in our retention schedule which is available in our Data Protection Policy.



To determine the appropriate retention period for Personal Data we consider the amount, nature and sensitivity of the Personal Data, the potential risk of harm from unauthorised use or disclosure of your Personal Data, the purposes for which we process your Personal Data and whether we can achieve those purposes through other means, and the applicable legal requirements.
Questions or complaints
The ICO regulates data protection and privacy matters in the UK. They make a lot of information accessible on their website and they ensure that the registered details of all data controllers such as us are available publicly. You can access them here https://ico.org.uk/for-the-public.
If you have concerns about how we use your personal data, you have the right to make a complaint directly to us. Under data protection law, you must raise your complaint with us first before the ICO will consider it. We will always do our very best to solve any problems you may have. You can raise a data protection complaint by:
Emailing: trudy.craig@somersetcare.co.uk
By Post: Data Protection Officer, Somerset Care Group, Acacia House, Blackbrook Park Avenue, Taunton, Somerset, TA1 2PX
We will acknowledge your complaint within 30 days, and investigate and respond to it without undue delay. We will keep you informed of progress and tell you the outcome once our review is complete.
If you are not satisfied with how we handle your complaint, you have the right to raise the matter with the UK Information Commissioner’s Office (ICO). The ICO can be contacted at:
Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Website: https://www.ico.org.uk 
Helpline: 0303 123 1113
Changes to this policy
[bookmark: a613749]This Employee Privacy Notice is reviewed regularly, considering changes to legal, regulatory or contractual requirements, changes in working practice or structure to the business.
Changes to this notice may be as a direct result of inputs from audits, security incidents, risk assessments, improvement actions and new objectives that may have been set by Somerset Care management.




Any suggestions on how to improve this notice can be sent to us via the contact details in Section 2 above. 
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APPENDIX 1 – Suppliers/ Data Processors	Comment by David Bishop: As per 10.1 and 11.1 decide if this is to be included as Appendix 1 of this privacy notice, or if you are going to refer to another location or document.
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